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Abstract—A key difference between using blockchains to store
data and centrally controlled databases is that transactions are
accepted to a blockchain via a consensus mechanism, and not
by a controlling central party. Hence, once a user has issued a
transaction, she cannot be certain if it will be accepted. Moreover,
a yet unaccepted transaction cannot be retracted by the user, and
may (or may not) be appended to the blockchain at any point
in the future. This causes difficulties as the user may wish to
formulate new transactions based on the knowledge of which
previous transactions will be accepted. Yet this knowledge is
inherently uncertain.

We introduce a formal abstraction for blockchains as a data
storage layer that underlies a database. The main issue that we
tackle is the need to reason about possible worlds, due to the
uncertainty in transaction appending. In particular, we consider
the theoretical complexity of determining whether it is possible
for a denial constraint to be contradicted, given the current state
of the blockchain, pending transactions, and integrity constraints
on blockchain data. We then present practical algorithms for this
problem that work well in practice.

I. INTRODUCTION

Typically, a blockchain is an append-only data structure,
which is essentially a serialized record of accepted entries.
Each individual block is an ordered batch of such updates
that were committed together. Updates are added through a
consensus mechanism in which all participants continually
construct new blocks and accept them into the chain by
consensus mechanisms.

Example 1. The Bitcoin network is comprised of a set of nodes
that form a P2P network. The mempool of a node contains the
set of yet unauthorized transactions, which are gossiped to all
nodes as soon as they are issued. In this way, all participants
in the system have knowledge of pending transactions.! Nodes
in the network authorize Bitcoin transactions and include
them in batches called blocks. Each block is a collection
of transactions that transfer the bitcoin currency between
addresses (i.e., public keys used to denote ownership).

Each block additionally contains a cryptographic hash of
a predecessor block, and are thus arranged in a chain.
Block creation is known as mining, and nodes that invest
the computational effort to try and create blocks are miners.
Miners choose transactions to include in a new block, while
trying to maximize transaction fees. However, it is intractable
to determine an optimal set of transactions to be included.

'Due to network delays, some mempools can be temporarily less updated
than others.
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As blocks can be created concurrently, slightly different
versions of the chain may be held by different nodes. Miners
reach consensus on the blockchain and quickly distribute
newly found blocks to one another. Thus, a block is typically
not considered to be accepted into the blockchain until it is
several (often six) layers deep.

It is not possible to determine, a priori, when and whether
a transaction will be included in the blockchain, in any
blockchain system available currently. Indeed, due to a variety
of reasons, it is quite possible for transactions not to be
accepted by the network, or to get delayed for extended
periods. Even an old record that was created and propagated
to other nodes by its original creator may be suddenly added
to the blockchain much later on. This can result in unexpected,
and in particular, undesirable, behavior.

The inherent uncertainty due to yet unaccepted transactions
is great, as there are typically a large number of transactions
in the queue. (This is in contrast to the uncommon and
relatively small uncertainty arising from temporary forks in
the blockchain.) Due to interdependencies between transac-
tions, not all subsets of transactions can be accepted to the
blockchain. Hence, understanding the future for a blockchain
based system requires the ability to reason about possible
worlds, which is the focus of this paper.

Our main contributions are as follows. We present an ab-
stract model of databases using blockchains as a storage layer
that is independent of the specific protocol and implementation
of the blockchain. We study the problem of determining
whether a blockchain database can reach an undesirable state
and provide complete complexity results. We present novel
algorithms to test, in a real system, whether a blockchain
database can reach an undesirable state.

II. RELATED WORK

Lately, much interest has arisen in using blockchains as
a storage mechanism for relational databases [1], [2], [3],
[4]. These works focus on the consensus and implementation
layers. In our work, we take a higher level view of a blockchain
as a storage layer, in which the implementation details of
the mechanisms are abstracted away, and the fundamental
querying problems are given full focus.

Conceptually, a database using blockchains as a storage
layer consists of a current state (i.e., a set of relations, stored in
the blockchain), integrity constraints that must hold in every
state, and a set of append-only transactions that have been
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Fig. 1: Structure of some Bitcoin transactions.

issued by users, but have not been incorporated (yet) into
the blockchain. Thus, a blockchain database is a succinct
representation of a large number of possible worlds.
Previous work considered inconsistent databases [5], [6],
[71, [8], [9], which represent many possible worlds in a
succinct manner. The results in this paper are somewhat in
this spirit. However, the setting is significantly different, as
are the problems studied, and previous results cannot be used.

III. BACKGROUND

We ground our results by using the running example of
a Bitcoin system. However, the problems considered in this
paper are interesting over many different types of blockchain
usage scenarios.

A transaction in Bitcoin, which uses the UTxO model, is
a transfer of funds from inputs to outputs (many-to-many).
Bitcoin constraints require, e.g., that the inputs to a trans-
action must be outputs of previously accepted transactions
and a given output can be used as an input to a single
new transaction. Transactions that share even a single input
are considered conflicting and cannot be accepted into the
blockchain together. Transactions that spend the outputs of
previous ones are dependent upon these parent transactions
and cannot be included without first including the parent
transactions.

Figure 1 shows an example of Bitcoin transactions, along
with their inputs and outputs. For now, the dotted lines around
some of the transactions can be ignored. Due to the underlying
constraints it is not possible to include both 77 and T
simultaneously in the blockchain (as they expend the same
output), and 75 can be included only if 7} is previously
included (as 7% expends an output of 77).

Transactions in Bitcoin may be delayed due to fee fluc-
tuation. In this case, the user would still want to issue the
transaction, perhaps with an increased fee the second time
around. Alas, once two transaction messages are broadcast
to the network, it is quite possible that both the new and
the old message will be included in the blockchain. Once
signed, a transaction can be rebroadcast to the network by
anyone, and is often stored by nodes, with the hope of
later inclusion in the blockchain. Unlike a typical database
system, there is no method to retract an issued transaction.
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The unfortunate consequence of two such transactions making
it to the blockchain is that the user would then pay twice the
intended amount. This problem is not hypothetical, but was
used to attack exchanges in the past [10].

The design of blockchain systems does include a remedy
for this situation: two transactions can be made to conflict in
such a way as to rule out their co-existence in the blockchain.
Transactions contradicting the underlying constraints of the
system are not propagated and are immediately discarded.
For example, to avoid double-paying, users can issue a new
transaction that conflicts with a previous transaction. Thus,
it will be impossible for both transactions to co-exist in the
blockchain. Reasoning about questions more complex than
whether double-paying may occur, is much more difficult.

Example 2. Bitcoin exchanges keep user funds in two wallets:
a strongly secured, but less accessible, “cold wallet”, and a
less secure, more accessible “hot wallet”. Access to the cold
wallet often requires human intervention, as secret keys are
distributed in multiple secure locations. The exchange cannot
cover the full amount of user’s deposits from its hot wallet, as
it prefers to keep most funds in the more secure cold wallet.

During its normal operation, the exchange receives deposit
and withdrawal requests and these are served exclusively from
its hot wallet. An important question for an exchange is:
given the currently issued transactions, is it possible for the
balance of the hot wallet to go below (or far above) a given
threshold range. Too few funds in the hot wallet will prevent
the exchange from fulfilling transaction requests, while overly
large hot wallets may not be covered by insurance. The only
way to correctly answer this question is by reasoning about
possible worlds. In particular, a simple summing up of deposit
and withdrawal requests will not yield the correct answer,
due both to dependencies between transactions, and to the
uncertainty of transaction acceptance.

IV. FORMAL FRAMEWORK

A relation R(A1, ..., A,) is associated with a set of ground
tuples of arity m. Given a set of relations R, an insert
transaction (or simply, transaction, for short) for R is a set T'
of ground tuples for (some of) the relations in R. Intuitively, T’
is a set of tuples that we would like to insert into the relations
of R. We consider only insert transactions, as blockchain
databases are append-only databases.

We consider three types of integrity constraints, namely, key
constraints (key), functional dependencies (fd) and inclusion
dependencies (ind). Satisfaction of a set of integrity constraints
T by a set of relations R is defined in the standard fashion,
and is denoted R = T.

We formally define the notion of a blockchain database. A
blockchain database D is a triple (R,Z,T ), where

e R is a set of relations, called the current state,

o T is a set of integrity constraints, such that R |= Z,

o T ={T1,..., Ty} is a finite set of transactions for R,
each of which is a set of tuples.
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The transactions in 7" may be appended to the database.
However, it is possible that they will not be appended, e.g.,
because they are not mutually consistent with Z, due to net-
work problems, or simply due to lack of financial incentive.?

We define the can-append relationship R —7 1 R’ for D,
as follows. We write R —7 7z R’ if R’ = R or if there is
some 7" € T such that R = R UT and R’ = Z. We denote
the transitive closure of this relationship as R =7z R’
Intuitively, this relationship defines a new instance of relations
that can be derived by incrementally adding transactions from
T, while preserving all integrity constraints. We say that R’
is a possible world for D if R =7 1 R’, and denote the set
of all possible worlds of D by Poss(D). Possible worlds can
be efficiently recognized, in PTIME.

Over time a blockchain database evolves by the addition of
transactions to the current state. However, at any given point
in time, it is not possible to know for certain which pending
transactions in 7 will be permanently added to R. A user may
wish to ensure that in all possible worlds, specific undesirable
things will not happen, by answering the following question:
Given a Boolean query q, does q evaluate to false over all
possible worlds of D? We call such a Boolean query, which
we desire to remain unsatisfied, a denial constraint. Formally,
a denial constraint q is satisfied by a blockchain database D,
denoted D | —gq, if, for all R’ € Poss(D), it holds that
q(R’) = false. For example, the following simplified denial
constraint requires that all bitcoins from Alice are given to
trusted individuals (as only then, will it always return false):

q() +Input(‘AlcPK’, ntz), Output(ntz, pk), ~Trusted(pk)

Being able to determine whether a denial constraint is
satisfied by a blockchain database is a fundamental issue, that
allows users to interact with the database with some degree
of clarity as to the possible downsides of their transactions.
Hence, we formally define and study this problem. Let D
be a blockchain database and ¢ be a denial constraint. The
denial constraint satisfaction problem is to determine whether
D = —q. We use the measure of data complexity (i.e., we
assume the denial constraint is of constant size, while the size
of the database is unbounded), as otherwise, query evaluation
over a standard database is already intractable.

The complexity of the denial constraint satisfaction prob-
lem varies greatly, depending on the language of the denial
constraints (conjunctive/aggregate), as well as the types of
integrity constraints (among key, fd, ind) allowed. Table I
summarizes the main complexity results.

V. ALGORITHMS

From a practical standpoint, the complexity results of the
previous section are of questionable usefulness. First, only lim-
ited cases are tractable. Indeed, denial constraint satisfaction
is intractable for all query classes if databases include both
key constraints and inclusion dependencies. This result is not

2In the real world, transactions are also associated with a fee that is accrued
when it is added to the current state.
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Query Type Integrity Constraints ~ Complexity
conjunctive {key, fd}, {ind} PTIME
conjunctive {key,ind} CoNP-c
max > {key, fd}, {ind} PTIME
> {key,ind} CoNP-C
<,= {key, fd} PTIME
<,= {ind} CoNP-C
cnt, cntd, sum < {key, fd} PTIME
< {ind} CoNP-C
>, = {key}, {ind} CoNP-C
TABLE I: Summary of complexity results for the denial

constraint satisfaction problem.

satisfying, as (/) it is common to have both key constraints and
inclusion dependencies and (2) notwithstanding the theoretical
results, it is possible that in practice such worst case scenarios
will not arise. Second, for the tractable cases, our results
provide a polynomial time algorithm. However, this algorithm
is of time that is order of the database with an exponent in the
size of the query. Since the query size is constant, this gives a
theoretically polynomial time algorithm. However, in practice,
such an algorithm is quite expensive.

In this section we present algorithms for the denial con-
straint satisfaction problem in the presence of functional
dependencies (including key constraints) and inclusion depen-
dencies, when the denial constraint is monotonic, an important
common case. This algorithm can be improved for denial
constraints that are connected.

A Boolean query ¢ is monotonic if, for all sets of relations
R and R/, such that R C R/, if ¢(R) = true then also
q(R') = true . Intuitively, for monotonic denial constraints
it is sufficient to consider possible worlds that are maximal.
Therefore, we create a graph Géc—d with transactions as nodes,
and edges between transactions that are mutually consistent
with respect to the functional dependencies. Maximal possible
worlds correspond to maximal cliques.

The algorithm NAIVEDCSAT in Figure 2 can be used
to determine satisfaction of a monotonic denial constraint.
Observe that once we restrict ourselves to sets of transactions
T’ C T that are maximal cliques in Gg—d, for each such clique
there is a single maximal possible world over (R,Z, 7). This
maximal possible world can be generated using the algorithm
GETMAXIMAL. Thus, the algorithm NAIVEDCSAT simply
iterates over all maximal possible worlds, and checks whether
the denial constraint ¢ returns true over at least one such world.

For queries that are connected we can improve upon the
algorithm NAIVEDCSAT. Formally, a query is connected if it
is conjunctive (i.e., not an aggregate query) and the Gaifman
graph of the query is connected. In this case, we divide up the
sets of pending transactions 7 into disjoint subsets that can
be considered independently. The graph G%—"Md is over the set
of nodes 7 and contains an edge between two transactions
if they may be needed together in order to form a satisfying
possible world. (Details omitted due to lack of space.) We
also further improve our algorithm by considering constants
appearing in the query. Such constants can be used to filter
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Algorithm NAIVEDCSAT(R,Z, T, q)

1. for each maximal clique 7 in G;—d
2 do R’ <~ GETMAXIMAL(R,Z,T")
3. if ¢(R') = true

4. then return false

5. return true

Algorithm GETMAXIMAL(R,Z,T)

I. RR+«R

2. size <+ 0

3. while 7 # () and size # |T|

4. do size + |T|

5. for each T € T

6 doif RRUTET

7 then 7« 7T\ T

8 R +«RUT
9. return R’

Fig. 2: Algorithm for monotonic denial constraints.

Algorithm OPTDCSAT(R,Z, T, q) .

1. for each connected component 7~ in G%lz"d

2 do if COVERS(R,T",q)

3. then for each maximal clique 7" in G%c—‘%

4. do R’ <~ GETMAXIMAL(R,Z,T")
5 if ¢(R') = true

6 then return false

7. return true

Fig. 3: Algorithm for connected monotonic denial constraints

out the set of possible worlds that must be considered. The
resulting algorithm OPTDCSAT appears in Figure 3.

VI. EXPERIMENTATION

In our experimentation, we studied the scalability of the
system with respect to the data size, the query type and
size, the number of pending transactions and the number of
contradictions in the pending transactions. We demonstrate the
scalability results with one example experiment.

We ran a Bitcoin node to get real Bitcoin data. In this ex-
periment we used the first 200,000 Bitcoin blocks, consisting
of over 7 million transactions. We used the subsequent 30
blocks, containing almost 4,000 transactions, as the pending
transactions. We included 20 functional dependency contradic-
tions. We considered four types of denial constraints g5 (simple
equality condition), ¢3 (a path of length three), ¢3 (star query
of size three) and qi()(g) (a sum aggregation query). In Figure 4a
and 4b we chose constants such that the denial constraints are
satisfied and unsatisfied, respectively.

For the satisfied denial constraint, all runs complete in just
a few milliseconds. In fact, some of the runtimes were so
short that they are not visible in the graph. For unsatisfied
denial constraints, runtime takes up to six seconds. For unsat-
isfied denial constraints usually the runtime of OPTDCSAT is
significantly lower than that of NAIVEDCSAT, as the former
considers much smaller possible worlds. Sometimes, however,

0.010{ C—J Opt Naive 3 Opt Z=2 Naive
6
0.008+
0.006 | 4 7
0.004 ’
2
0.002 ,
0.000 : : - - - - -
s a4 L5 a;” s a; a? a:*

(a) Different Query Types
(Satisfied Constraints)

(b) Different Query Types
(Unsatisfied Constraints)

Fig. 4: Execution time.

the trend in runtime reverses, as algorithm NAIVEDCSAT may
consider fewer possible worlds before it finds a satisfying
assignment for underlying query (and thus, concluding that the
denial constraint is not satisfied) when the worlds are larger.
This is precisely what happens for ¢2. The same phenomenon
occurs in other experiments.

As is apparent from the experimentation, our algorithms
are very fast for satisfied denial constraints, running at sub-
second speeds. Typically, our algorithms will be run when a
user wishes to issue a transaction, and wants to determine that
no bad outcome can occur. The user hypothetically adds her
transaction and runs the algorithm. When the transaction can
be safely issued (i.e., the denial constraint is satisfied), the user
will usually be notified of this quickly. For denial constraints
that are unsatisfied, the user will often need to wait longer.
However, this should be acceptable as in such cases the user
indeed should avoid issuing her transaction.
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