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Abstract Our Setting

We study a simple information transaction between a pair of

probabilistic information from some agent. The seller must ?‘ge”ts —a sellerand a bl_Jyer. Th_e buyer is assumed to be
invest effort in order to gain access to the information, and ~ INterested in some of the information the seller possesses,
must therefore be compensated appropriately. However, the ~ While the seller only wishes to gain a payment from the
information being sold is hard to verify and the seller may be ~ transaction, and is not interested in any other aspect of the
tempted to lie in order to collect a higher payment. information it is passing. The buyer and seller are assumed
While it is generally easy to design information elicitation to be in a one-shot interaction. The buyer therefore has no
mechanisms that motivate the seller to be truthful, we show  means of punishing nor of rewarding the seller through fu-
that if the seller has additional relevant information it does ture interactions.

We examine a setting in which a buyer wishes to purchase

not want to reveal, the buyer must resort to elicitation mech- Having less knowledge about the exact state of the world,
anisms that work only some of the time. The optimal design  the buyer is naturally at a disadvantage. It must operate un-
of such mechanisms is shown to be computationally hard. der these conditions and decide how to pay for knowledge
We show two different algorithms to solve the mechanism it does not yet have. In fact, we shall look into situations

design problem, each appropriate (from a complexity point  where the asymmetry in knowledge is even worse — be-
of view) in different scenarios. sides the information being sold, the seller has some other

relevant information that it will never divulge. This is eve
| ducti worse for the buyer, as it does not possess all the informatio
ntroduction needed to decide on a payment, even after the fact.

The old aphorism “Know|edge is power”, stated by Sir Fran- To be able to motivate the seller to give correct informa-
cis Bacon some four centuries ago, is more relevant now tion, the buyer must have some way of verifying the infor-
than ever. The need to make informed choices causes cor-mationitbuys. We assume paymentis set not only according
rect and accurate information to be a desired and highly- to the information that was sold, but also according to some
valued commodity. As intelligent artificial agents take on Probabilistically linked outcome that the buyer observes a
more tasks, and need to act independently within large sys- ter the transaction. . _ o

tems, their need to buy and sell information increases. The case of partial revelation of information is very nat-

The problem with information in stochastic environments ural to the information elicitation setting. A buyer is afte

is that it is hard to evaluate, and may be easily faked. Any interested in some very specific mfprmatlon, but would not
novice can give a prediction regarding the behavior of to- Want to pay for anything extra, while the seller would not
morrow’s stock market: by pure chance, those predictions Want to give out any unnecessary information for reasons of

may outperform those of even the most informed financial Privacy, or simply because it would like to sell it to some
wizard. other party. The classimechanism desigapproach of us-

The question that naturally arises is how to pay for in- ing direct and full revelation is therefore unsuitable iash
formation that can only be verified with some probability. settlr?gs. hout th he boint of view of th
This is especially important in cases where in order to ob- b T rotﬁg out td N pa:jper_ we ﬁdOpt the point o V'eV\;]O t ?
tain the information, the seller itself has to invest some ef ~QUYer that needs to design the correct payment scheme for

fort. The payments made by the buyer must be carefully set information [t is about to purchase, and make the assum.pti.on
so as to induce the seller to invest the effort into acquiring ©ftén made in game theory that the seller seeks to maximize
the true information. Otherwise, the seller might be tedpte 1t 9ains and will attempt to manipulate the result of the in-
to avoid the cost of obtaining the information, and simply teraction if it can benefit from doing so.

make something up. Contribution of the Paper
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full revelation mechanisms for the problem, we show that
in the case of partial revelation mechanisms, even with full
knowledge of the underlying probabilities of events, the de
signer must resort to using mechanisms that work only part
of the time, and are computationally hard to design.

We assume that agents seek to maximize their expected
gains and that they are risk-neutral. The precise require-
ments of an appropriate payment scheme are listed below.

Proper Payment Schemes

We show two approaches to the mechanism design prob- A good payment scheme must motivate the selling agent

lem that yield two different algorithms. Each algorithm is
appropriate under different circumstances.

Our approach is aimed at applications in large open sys-
tems, where agents need to trade information without any
reputation or reliability record of the party with which the

to first invest the effort into obtaining the value &f, and
then to reveal the true value it found. Additionally, a pay-

ment scheme needs to be individually rational — the seller
must have a positive expected utility from entering the game

These demands then translate to the following constraiats w

are interacting. Such scenarios are becoming more commonwould optimally want to satisfy, given that the selling agen

due to the growth of the internet, and the multitude of anony-

knows of a secref € S:

mous interactions that it allows. Concrete examples might 1. Truth Telling. Once the seller knows its variableas it

include various web services, peer-to-peer networking, an
the provision of many other types of data that can be sold
online.

The rest of the paper is organized as follows. The next
section formally introduces the model for information elic
tation, and examines some of its basic properties. In the sec
tion on Full Revelation Mechanisms, we review the design
of payment schemes in cases where no information is kept
private. We then turn to Partial Revelation Mechanisms, ex-
amine their limitations, and demonstrate that their de&gn
computationally hard. We continue by presenting two dif-
ferent approaches to finding working mechanisms, and by
presenting the algorithms they imply. We briefly review re-
lated work, and finally present our own conclusions, with
some possible avenues for future research.

The Model

We assume the buyer wishes to purchase information about
the value of a discrete random variatefrom a seller that
can learn the value of that variable at a coestThe seller

is also assumed to possess private information about a se-

cret random variablé& which it does not wish to reveal. To
verify the quality of the information it purchases, the buye
has access to a random varialfle Q, X, S are presum-
ably not independent variables, and knowledge about the
value of one of them gives some information regarding the
value of the others. Using the varialike the buyer can get
some idea if the information it was sold was correct. With-
out ©, it would be impossible to create the necessary in-
centives for truthfulness on the part of the seller. We shall
denote the probability distribution for the triplet X, S by
Pows = Pr(Q =w, X = 2,5 = s). The values the differ-
ent variables can take, as well as the probability distitiout
Dw,z,s, @re assumed to be common knowledge.

The buyer can now design a payment scheme that will de-
termine the payment it must give to the seller, based on the
information the seller gave and on the value of the verifica-
tion variablef2. In a full revelation scheme, the agent would
be asked to reveal its secret as well as the valu& oflt
would then be paid an amoun, . ; that depended on the
values ofX, S it reported, and on the observed value(bf
which the seller used to verify the information. In a partial
revelation mechanism, the agent will only be asked abBgut
and will be paid some amount, ..

must have an incentive to tell the true value to the buyer,
rather than any lie’’.

Vo,2' st. x#a, pr@.,s (U — Uy ) >0
(1)

Here p,, . s is the probability of what actually occurs,
while the payment,, . is based on the reported value.

2. Individual Rationality. A seller must have a positive ex-

pected utility from participating in the game:
pr,m,s * U,z > CPs

w,x

)

3. Investment. Thevalue of informatiorfor the seller must

be greater than its cost. Any guess the seller makes with-
out actually computing its value must be less profitable

(in expectation) than paying to obtain the true value of the

variable and revealing it:

vxl pr,a:,s *Uy,x — C" Ps > pr,z,s * Uz’ (3)
w,T w,T

Definition 1. A payment scheme shall be considered
properfor state (s, z) if the seller has incentive to reveal
x truthfully in a case wheré = s, X = .

Definition 2. We shall say that the scheme is proper for a
secrets if Vz, it is proper for statg(s, x).

Truth Above All

It is important to note that by rescaling and shifting thepay
ments, we can transform a mechanism that satisfies only the
truth-telling constraints described in the previous setti
into a mechanism that satisfies the other constraints as well
This is because multiplying the payments by some positive
constanta will not affect the truth-telling constraints, and

« can be chosen to satisfy the investment constraints. Then
shifting all payments uniformly by3,, will not affect the
truth-telling constraints or the investment constrairktst
canhelp satisfy the individual rationality constraint.

While the resulting mechanism will not necessarily be an
optimal one, its very existence demonstrates that at least
some mechanism is possible. It is therefore sufficient, for
purposes of feasibility, to examine solutions for the truth
telling constraints alone. We shall therefore focus our ef-
forts on understanding the structure of the truth-telling-c
straints.



The Geometric Interpretation of the Truth-Telling Con-
straints We shall write the truth-telling constraints using
vector notation in a way that will help demonstrate their ge-
ometric and algebraic properties.

Let us denote the vectar, as the vector of payments
Uy = (Uwi,z - - - Uun,e) @Nd let us denote by the vectoy
the vector of probabilitieg, s = (Pw1,z.s - - - Pona,s). We
shall also define the vectots ,» = i, — u,s. The truth-
telling constraints for some secretcan now be written as
follows:

V(L’,l’l ﬁz,s ' (ﬁx - ﬁz/) = ﬁx,s ' 61‘,I/ >0 (4)

Now, if we think of 7, ,» as a vector that defines a hyper-
plane through the origih,we can see that the truth-telling
constraint forr, 2’ simply states that the vectpy, , is found
on the positive side of this hyperplane. On the other hand,
the matching constraint in whickh/ and 2 are exchanged
gives uspy s - Uz o» < 0 which means that the vectgy
is found on the negative side of the hyperplane defined by
Uz« We can thus find a proper mechanism for a segret
if we manage to separate all vect@ks, correctly using lin-
ear separators. Note however, that we are not completely
free to select, ,» vectors independently, and we are in fact
constrained to satisfy, for all, 2/, z’:

)
This simple geometric interpretation will shed some light
on the difficulties of designing elicitation mechanisms.

- o . - o -
Vg, = — V! x ) Vg,x! = Ug,x! + Vgt x'

Full Revelation Mechanisms

When the seller reveals all the relevant information it pos-
sesses, it is computationally easy to design a mechanigm tha
will provide motivation for truth-telling:

Proposition 1. A full revelation mechanism can be designed
in polynomial time.

Proof: We simply take a linear program composed of all the
constraints — for all possible secrets, as was shown above.
Such a linear program is solvable in polynomial time using
currently known optimization techniques (Bertsimas & Tsit
siklis 1997). O

In fact, such a mechanism will exist, except for some sin-
gular cases:

Proposition 2. A fully revealing mechanism that motivates
truthfulness exists iff all vectorg, ; are pairwise linearly
independent.

Proof: If there is a pair of vectors that is linearly dependent,

Which gives:
ﬁx.s . (ﬁx,s - ﬁa:’,s/) = ﬁ:c,s ' ( szs - Zi‘m/’S/ =
' [1Pz,sll |1Par ]|
= |[ o] | - B2 > 0 W)
Hpa:’,S’”

where the last inequality is due to the Cauchy-Schwarz in-
equality and is a strict inequality whenevgy , andpy o

are independent. This is proof that the payment vector we
selected satisfies the truth-telling constraints. Nowhwit
scaling and shifting it can be adjusted to satisfy the other
constraints as well. O

Partial Revelation Mechanisms

In partial revelation mechanisms, the seller will keep fis p
vate variableS secret. The payment it receives only depends
on andX. When designing partial revelation mechanisms,
there are often probability distributions that do not allesv

to construct an effective mechanism fdt possible secrets
the seller may hold. The example in Figure 1 demonstrates
such a case.

-

P
X2,52

o2 Vxl,xz

The 2 axes correspond to the probabilities of the two
possible results, so all probability vectors are in the 2D
plane.

Figure 1: An Elicitation Scenario with 2 Possible Results,
and 2 Possible Secrets

It is impossible to find a separating hyperplane that will
separater,; 1 from g2 51 and at the same time separate
Pz1,s2 from puo so. The hyperplanes’ andv” work only
for a single secret each. Since the buyer is never told about
the actual secret, he has no way of creating the incentives
for truthfulness in both cases.

the origin, and therefore no payment scheme will be able to
satisfy the truth-telling constraints.

Otherwise, no pair of vectors is linearly dependent, and
we shall simply demonstrate a proper elicitation mechanism
For a given probleny we shall set the payments to be:

Ug,s = Ziw’S (6)
[P, s |

1The hyperplane is defined as the collection of all vectors per-
pendicular tav, ;.

will work only part of the time. We will naturally aspire to
have a good confidence level in our mechanism — to build
a mechanism that will work with high probability. There are
two possible alternatives we examine here:

1. A single-use, disposable mechanism — where we design

the mechanism for only a single transaction. We then
want the buyer’s confidence in the received answer to be
high:

61 = Prs . (u is proper for stat¢s, x))



2. A reusable mechanism — where we design the mecha-1. If the graph G has an independent set of sizé then

nism for multiple transactions. Here, we want the buyer
to have high confidence that once the seerbas been
set, he will hear the truth for all possible cases¥of

62 = Prs(u is proper for secref)

Complexity of Partial Revelation Mechanism

Design

Proposition 3. Deciding if there exists a reusable revela-
tion mechanism with a confidence level over some threshold
0 is NP-Complete. Furthermore, the problem of finding the
mechanism with the maximal confidence level cannot be ap-
proximated within any constant.

The design problem is in NP. This is because if we are
given access to an oracle that tells us which secrets to try
and satisfy and which to give up on, we can find a pay-
ment scheme that satisfies the right constraints in polyno-
mial time. This is achieved by solving the linear program
that consists of the constraints for all the included secret

We shall show that constructing fully operational mech-
anisms is NP-Complete by presenting a reduction from the
Independent Set problem. The Independent Set problem, in
addition to being NP-Complete, is also hard to approximate.
The reduction we shall present is a cost-preserving reatucti
and therefore demonstrates that our problem is just as hard
to approximate as Independent Set.

Given an undirected grapi(V, E) and an integek <
|V'| the Independent Setecision problem is defined as the
problem of deciding whether there is a set of vertidésc
V so that|WW| > k, and such that for every edgec FE, e
does not occur on more than one verteXin
Proof: [to Proposition 3] Given an Independent Set problem
(G(V, E), k) we shall construct a mechanism design prob-
lem (2, X, S, P, 0) in the following manner:

Q= U{WelaWeQ} ;o X = U{xel,$e2}

ecE ecE

k
] (8)

We denote byi the vector that is O at all coordinates except
for coordinatei, where it takes the value of 1, and by
a normalizing constant that equals= 5 P is then

. 2[E[IV]
defined as follows:
if v ¢ e then:
ﬁIahU = 5we1 ; ﬁzeQ,v = 6wa2
otherwisee = {v1,v2} and we set:

S=V , 0

©)

-

Proywl = Q@ 0y Owes

| R

: (5wc1 + )

= p—
Pxeavl =

. a2 2 . 2
Prer w2 = 5 . (5ug1 + 5wﬂ2) 3 Presw2 = Q- 5We2 (10)
With the above construction all secrets have the same
probability of occurring:

1
Pr(S=s)= pr,zys =2|E|a =

Vi

Below we sketch the two steps needed to complete the proof:

(11)

2.

there is a mechanism with a confidence level above the
threshold 6.

Let us assume tha¥ has an independent s@f C V of
sizek. We shall build a payment scheme that will give a
proper mechanism for all the secrets matching the vertices
in W. For an edge: that has one of its vertices in the
independent sétwe shall define:

N —
Pxer,v Pxeo v
= =

||pm€1,v|‘ ||p$e277)||

wherev is the vertex (from edge) that was selected for
the independent set. If on the other handid not have
any vertex in the independent set, we simply set

. Oes (13)

Due to space limitations, we omit the proof that this se-
lection of payments does indeed satisfy the constraints.

If there is a good mechanism with confidence level
above 0 then there is an independent set of sizé in
the graph.

Since there is a confidence level E there must be at

leastk satisfied secrets in the mechanism. Each such se-
cret matches a vertex in the original problem. It remains
to show that the séti’” of vertices matching satisfied se-
crets is independent. Assuming the opposite leads to a
contradiction. The secrets matching two vertices that are
connected by an edge cannot be satisfied at the same time
due to the way the problem was constructed. The prob-
ability vectors for each edgei{, v1, Fr, 02 Prea.ots
Da...02) Were placed in a separate two-dimensional space,
and were set similarly to the vectors in Figure 1 — in a
way that assures that both pairs cannot be linearly sepa-
rated at the same time.

—

Uy, = g Up,, = (12)

T — 5 . 7 —
Uzey = Owey ) Ugoo =

O

The high complexity of designing proper mechanisms ap-
plies in the single-use, disposable case as well.

Proposition 4. Deciding if there exists a single-use revela-
tion mechanism with a confidence level over some threshold
0 is also NP-Complete.

Proof: [sketch] A reduction can be shown from the
problem Max-Hyperplane-Consistency which is also NP-
Complete (Amaldi & Kann 1995). This is the problem of
finding a biased hyperplane that will correctly separate a
maximal number of points from two sets: a positive set that
must be on the positive side of the hyperplane, and a nega-
tive set that must be on the opposite side. O

Finding Partial Revelation Mechanisms

We now present two approaches to computing a partial reve-
lation mechanism for a given problem) ., ;. As we have al-

ready seen, the problem of finding such a mechanism is NP-
Complete, and unless P=NP, we cannot hope to locate the

2It cannot have both its vertices in the set — only one or none.



optimal mechanism in polynomial time in all cases. How- alist of cells and iterates over them to locate the cell assig

ever, in some cases, the problem may be simpler than the ment with the highest score.

worst possible case. The two approaches we present differ

in the complexity of the algorithm. One algorithm will be  Algorithm 2 [Geometric]:

better in cases wher&| is small, while the other will be ; -

better in cases whel@| - | X | is small 1. Construct a I|$_L of cells created by all hyperplangs ;.
The algorithms we present are for reusable mechanisms.2- Select an assignment: X x X — L.

Similar versions can be constructed for the single-use.case 3. Try to solve the linear problem that consists of constsain

o o placingv, .- in the cello(x, '), and satisfying

Considering All Combinations of Secrets Voot = —Vprw 3 Tpgn = Vpar + Vnt ar

The reductions we used in the proofs of Propositions 3 and 4. I a solution is found, compute:

4 both relied on the difficulty of selecting the cases in which

we wish the mechanism to work. If we had an oracle that

shows us which constraints to try and satisfy, we could gasil

construct a mechanism. Since we do not possess such an(®) 0o = >~ ps.

oracle, we can try every possible combination by brute force s€Ws

(@) W, € 29 the list of secrets that assignmentf vectors
Ug,o Satisfies.

5. Return the payment scheme found4og max (6, ).
Algorithm 1 [Reusable Mechanism Construction]: 7

S.
1. Forallw e 2% ] o ] In order to generate the list of cells needed in the al-
(a.) Locate a mechanism that satisfies all constraints for all gonthm above, one can S|mp|y start from a list Containing

secrets In¥. a single cell that contains the entire vector space and-incre
(b) If such a mechanism exists, compdte = > p;. mentally add hyperplanes. Each hyperplane that is added
seWw may partition a cell in the list into two cells, one on either
2. Return a mechanism for secretg mwa}x(ew). side of the hyperplane, or may leave the cell intact. At every

stage one only needs to iterate over the list of existingcell
and check if they are split by the new hyperplane.

H S
| In the algorithm above, ther:e a:ﬁ ‘ Waf’ 0 se-  complexity of the Algorithm  In order to analyze the run-
ect secrets to satisfy. Each selection then requires ning time of Algorithm 2, we need to obtain a bound on the
pOly(|S| |X| ‘QD t|me to CheSCk for feaSlblllty. This t-herefore number of cells created by the hyperplanes def|n6ﬁ;b¥
gives a running time of(2!5!- poly(|.5|| X ||€2)) which can Such a bound is given in (Edelsbrunner 1987). Given
still be efficient if the number of possible secrets is small.  hyperplanes ini-dimensional space, the number of cells is

d
The Geometric Approach — Partitioning into Cells bounded by®,(m) = > (') = O(m?). The bound is ob-

K3

The second approach we shall examine is based on a geo-tained using the VC—Dirr?ension of the concept class implied
metric interpretation of the problem. The linear constrain py cell partitioning and Sauer’s lemma (Vidyasagar 1997).
for the mechams_m design problem partitions the space of " Thisboundis especially interesting whéis small, since
payment vectors into cells. Each cell is a region of the space ;; implies that the number of cells is only polynomial in the
for which some set of constraints holds, while the rest are ,,mber of hyperplanes.
violated. In our case, we havéX||S| hyperplanes in arjQ|-
dimensional space, which gives a bound [df| =
O(1X 8|19 cells. Generating the list of cells can be done
in O(|X||S[211 - poly(1X||S]|9])) steps, and going over all
possible assignments: X x X — L is then accomplished
in O(1X||S|XI”121 - poly(|X||5]|€2])) time steps.

This algorithm is therefore better in cases whigfgis
large, buf?| and|X | are small.

Related Work

Proper Scoring Rules Scoring rules (Savage 1971) are
used in order to assess and reward a prediction given in prob-
abilistic form. A score is given to the predicting expertttha
depends on the probability distribution the expert spesifie
and on the actual event that is ultimately observed. For a set

The mechanism design problem is in fact the problem of € of possible events anB, a class of probability measures
locating a non-empty cell that satisfies as many constraints over them, a scoring rule is then defined as a function of the
as possible. This naturally leads to an algorithm that Build form: S : P x Q — R.

Figure 2: A collection of hyperplanes partitioning the an
into cells.



A scoring rule is calledstrictly proper if the predictor

demonstrated two approaches for doing so, each appropriate

maximizes its expected score by saying the true probability (from a complexity point of view) in different scenarios.

of the event, and receives a strictly lower score for anyrothe
prediction. ThatisE,~,[S(p,w)] > Ey~p[S(q,w)] where
equality is achieved ifp = ¢. (Gneiting & Raftery 2004;

cient condition for a scoring rule to be strictly proper whic

Many issues of information elicitation mechanisms still

remain to be addressed. For example, the extension of
such mechanisms to scenarios with multiple sellers and buy-
Hendrickson & Buehler 1971) show a necessary and suffi- ers would be interesting.

In these settings, information

held or sold by agents might be obtained through a third

allows easy generation of various proper scoring rules by party. Issues of cross-validation of information from eiff

selecting a bounded convex function ogr
An interesting use of scoring rules within the context of

ent sources, and possible collusion among agents that trade
in information, could also be interesting. Further expliamm

a multiagent reputation system was suggested by (Miller, can be made of scenarios where the various variables being
Resnick, & Zeckhauser 2005), who use payments based onsold are represented in compact Bayesian-networks. Ie thes
scoring rules to create the incentive for agents to honestly cases, the structure of the network and conditional indepen
report about their experience with some service provider.  dence between variables may affect mechanisms and prices
for information exchange.

Mechanism Design The field of mechanism design deals
with the creation of mechanisms that motivate individual
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presents a good review of the field. A common approach
to the mechanism design problem is to elicit the preferences
of participants and then use them in order to decide on the
outcome of the mechanism. The direct revelation principle

states that whenever a mechanism with the proper incentives
exists, there must be a proper mechanism in which the agents

reveal everything. This is simply because one can construct
the mechanism to receive the preferences from the partici-
pants and then act optimally on their behalf.

In settings where information is sold, it is unlikely that
the seller would be willing to participate in direct revela-
tion schemes. Since information is the primary commod-
ity, revealing more of it to the mechanism is unwise, and
the agent’s beliefs about probabilities contain extrarimi@-
tion. It remains unwise even if the mechanism is handled by
a trusted third party, since revealing extra informatiomuigo
be reflected in payments made by the buyer.

(Conitzer & Sandholm 2002) proposed applying auto-

mated mechanism design to specific scenarios as a way of

tailoring the mechanism to the exact problem at hand, and
thereby developing superior mechanisms.

Other uses for information elicitation exist in multi-part
computation (Smorodinsky & Tennenholtz 2005), where

some function of the agents’ secrets is computed, but agents

may have reservations about revealing or computing their
own secret. Another area in which information elicitation
is implemented is polling. The information market (Bohm
& Sonnegard 1999; Wolfers & Zitzewitz 2004) approach has

been suggested as a way to get more reliable results than reg-

ular polls. There, agents buy and sell options that will pay

them an amount that is dependent on the outcome of some

event (like some specific candidate winning an election).

Conclusion and Future Research
We have examined information elicitation mechanisms

where some relevant information that the seller possesses
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